Firewall - Setting up a VLAN on a WAN PPPoE-Interface

( support.zyxel.eu/hc/en-us/articles/360001390334-Firewall-Setting-up-a-VLAN-on-a-WAN-PPPoE-Interface

When using the USG to dial into your ISP's connection via PPPoE, you often have to tag
the WAN-Port with a VLAN-membership. This guide will take you through the process and
get you set this up in no time! For USG FLEX, ATP, VPN series.

Skip to the video here!

Walkthrough steps

1. Access your device by entering its IP address in the browser address line and login by
using the device’s credentials (default is admin and 1234)

2. Navigate to the following settings:

ZYXEL

ATP200

Enter User Name/Fassword and click to login.
2
-’

Login

) Note:

I. Turn on Javascript and Cockie setting in your web browser.
2. Turn off Popup Window Blocking in your web browser.

3. Allow Gears if vou are using Google Chrome.

Configuration > Object > ISP Account

3. Add a new configuration, which includes the information provided by the ISP for dialling
up via PPPoE



4. Navigate to the following settings:

€D Add ISP Account Rule

Profile Name: Test PPPoE
Frotocol: pppoe V|

Authentication Type: |Chap/PAP gl

User Name : usenyz@ielekom.de

Password:
Retype to Confirm:
Service Name: (Optional)

Compression: @on © Off
Idle timeout: o (Seconds)

Configuration > Network > Interface > Ethernet

5. Change your WAN interface's IP address to static 0.0.0.0

6. Navigate to the following settings:

[ Edit Ethernet

Show Advanced Settings
INTEMace Fropemnes :

Interface Type: extemal

Port: P3
Ione: WAN
MAC Aciciress: BC:CF:4F:3D:5F:65

Descripfian: [ (optienal)

IP Address Aszsignment

© Get Automatically

IP Address: [o000
Subnet Mask: loood ]
Gateway: (Optional)

Encble IGMP Support

@ 18P 1 drmomn

.

Configuration > Network > Interface > VLAN

7. Add a new VLAN with Interface Type external, Zone as WAN, Base Port as your WAN
port and the VLAN-ID, which is required from your ISP's site
8. In IP Assignment, you need to use dynamic or Static, depending on how your ISP



distributes the IP to your device
9. Navigate to the following settings:

@ Add VLAN 71
[ Show Advanced Settings

General Seffings

Enable Interface

Interface Properties

Interface Type:
Interface Name: vian7 Step 7

Zone: WAN s @

Base Port: warn2 ||

VLAN ID: Z (1-4094)

[¥] Advance

Description: [ (Optional)

IP Address Assit

© Get Automatically

@ Use Fixed IP Address

IP Address: | Step 8 |
Subnet Mask: [0.0.00 |
Gateway: [ {Optional)

Metric: 0] (013

Enable IGMP Support z

[ ox ] concei

Configuration > Network > Interface > PPP

10. Add a new PPPoE Connection and select as the base interface your VLAN interface
created before

11. Choose the WAN zone and select the Account Profile created before, adapt all other
settings according to ISP's requirement

Now the configuration should be ready to go. After selecting the PPPoE Connection and
clicking on Connect, it should build up the connection.



& Add PPPoE/PPTP
Show Advanced Setfings 18] Create New Object

General Seffings

[¥] Enable Interface

Interface Properties

Interfacce Name: TestAccount
e brace:

Zone: WAN ~ |o

Description: [ (Optienal)

Connectivity

@ Nalled-Up

@ Dicl-on-Demand

ISP Seffing

 ———
Account Profile: Test_Account V‘

Protocal: PPRPoe

User Name : xyzuser@telekom.de

[_ok__] Cancel |

[ ——
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